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Ensuring the correctness of Satisfiability Modulo Theory (SMT) solvers is of paramount importance, as it serves as the
cornerstone of a broad spectrum of critical software engineering practices. Consequently, various methodologies have been
proposed to test SMT solvers, including recent advances that utilize Large Language Models (LLMs) to generate input formulas
for SMT solver fuzzing. However, directly employing LLMs to craft SMT formulas will result in an abundance of invalid
inputs. Furthermore, our recent study demonstrated the effectiveness of using historical bug-triggering inputs to guide the
generation of test formulas, as these inputs help exercise solvers’ deep states. Building on these insights, we present MadFuzz,
an enhanced approach that leverages the capabilities of LLMs to ingeniously synthesize test formulas by completing the
skeletons of historical bug-triggering inputs. Moreover, MadFuzz incorporates a feedback mechanism based on solvers’
behavior, which consists of LLM-guided prompt optimization and sampling-based seed input selection. To evaluate the
effectiveness of MadFuzz, we conducted a comprehensive assessment using three cutting-edge SMT solvers: Z3, cvc5, and
Bitwuzla. Our results demonstrate that MadFuzz has identified 20 confirmed real bugs in the solvers, 19 of which have
already been addressed by developers. Additionally, our experiments demonstrate that MadFuzz surpasses existing SMT
solver fuzzers in code coverage and bug detection capability.
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1 Introduction
Satisfiability Modulo Theory (SMT) solvers are essential tools for automatically determining the satisfiability of
logical formulas with respect to background theories, such as arithmetic, bit-vectors, and strings [3]. SMT solvers
have a wide range of applications in practice, including software engineering [19, 23], computer security [40],
and artificial intelligence [45]. For instance, the renowned symbolic execution engine KLEE [6] relies on SMT
solvers to check the feasibility of program paths. However, bugs hidden in SMT solvers can inevitably mislead
client applications, resulting in serious consequences and even security vulnerabilities [18]. Thus, ensuring the
reliability of SMT solvers is of critical importance.

To this end, various approaches have been proposed for testing SMT solvers, which can be broadly classified
into three categories: (1) generation-based approaches [5, 30], (2) mutation-based approaches [21, 27, 34, 39, 46, 47],
and (3) LLM-based approaches [38, 48]. Generation-based approaches typically generate formulas from scratch
based on predefined generation rules or grammar. Mutation-based approaches, on the other hand, involve
mutating existing formulas to generate new ones. One of the most advanced approaches in this category is
HistFuzz [39], which utilizes historical bug-triggering formulas to generate new formulas. HistFuzz first extracts
the sequences of logical connectives and quantifiers in bug-triggering formulas as skeletons and then instantiates
them with atomic formulas (i.e., the sub-formulas that cannot be further decomposed) to generate new formulas.
Furthermore, researchers have explored LLM-based approaches inspired by the advancement of large language
models (LLMs). These approaches aim to generate SMT formulas directly using LLMs [38, 48]. Fuzz4All [48] is a
universal framework applicable to various software systems, including SMT solvers. It can generate test inputs
for SMT solvers by prompting the generation LLM with the prompt generated by another LLM.

Despite the promising results demonstrated by the aforementioned approaches, they still exhibit several
limitations. Specifically, generation-based methods encounter challenges in generating a diverse range of test
formulas due to the inflexibility of established generative rules. Mutation-based techniques are constrained
by their mutation spaces [34, 38], significantly influenced by the selected mutation strategies. For instance,
our prior work, HistFuzz [39], presented in the conference version, relies solely on atomic formulas derived
from bug-triggering formulas for test formula generation, potentially limiting its ability to generate diverse
formulas compared to the bug-triggering formulas. Furthermore, current LLM-based approaches [38, 48] only
straightforwardly employ LLMs for test formula generation. These methods direct LLMs to generate complete
formulas from scratch, which often results in a substantial proportion of invalid inputs—nearly 50% [38, 48]—and
even meaningless reports.1 Furthermore, they overlook the critical role of formula skeletons in uncovering
bugs [39]. Consequently, there is still room for improvement in existing approaches to fully harness the potential
of LLMs and enhance their effectiveness in bug detection.

Our Approach. In this study, we propose MadFuzz, an enhanced approach that leverages LLMs to synthesize
test inputs for fuzzing SMT solvers, drawing inspiration from Mad Libs.2 Specifically, LLMs act as skeleton
enumerators, generating test formulas by completing the skeletons of historical bug-triggering formulas. The
historical bug-triggering formulas are sourced from the issue trackers of open-source SMT solvers such as Z3 [11]
and cvc5 [1], and their skeletons are demonstrated to be effective in revealing new bugs [39]. To investigate the
utility of these unusual formulas, we employ in-context learning [24], including zero-shot and few-shot learning,
to prompt LLMs to generate test formulas with skeletons analogous to the bug-triggering formulas. Furthermore,
we integrate a feedback mechanism to dynamically refine the generation process of MadFuzz, leveraging
insights from solvers’ behavior. The feedback mechanism includes two facets: (1) LLMs as optimizers to adjust
prompts for the generator, and (2) Markov Chain Monte Carlo (MCMC) sampling [9] to modulate the selection
1https://github.com/Z3Prover/z3/issues/6818
2Mad Libs is a classic word game in which phrases are masked in a document, and someone unfamiliar with the document fills in the blanks
to create a humorous story.
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probability of bug-triggering formula skeletons. Concretely, on the one hand, if a bug-triggering formula’s
skeleton with the current prompt tends to generate test formulas with syntactic errors, MadFuzz utilizes another
LLM to optimize the prompt immediately during the current iteration. On the other hand, we employ MCMC
sampling to adaptively control the probability of selecting bug-triggering formula skeletons. Specifically, the
skeletons of bug-triggering formulas tending to produce valid test formulas or uncover bugs are given a higher
probability of selection for subsequent fuzzing loops, whereas those prone to generating invalid formulas are
demoted in selection likelihood. Ultimately, MadFuzz applies each generated formula to the SMT solvers under
test and identifies bugs via differential testing, which compares the results of different solvers on the same input.

We have implemented MadFuzz as a practical fuzzing tool for SMT solvers based on CodeLlama [37] and
Llama-2 [42]. To evaluate the effectiveness of MadFuzz, we applied it to the leading SMT solvers, including Z3,
cvc5, and Bitwuzla [29]. In addition to the bugs discovered by HistFuzz, MadFuzz has successfully identified
22 new bugs in the solvers, of which 20 were confirmed by the developers and 19 were fixed. Besides, our
experiments also exhibit that MadFuzz outperforms advanced SMT solver fuzzers in terms of achieved code
coverage and effectiveness.

Contributions. We make the following major contributions:

⋆ Novelty: We introduce MadFuzz, an improved version of HistFuzz [39], that draws inspiration from the Mad
Libs game to generate diverse SMT test inputs. MadFuzz leverages LLMs to synthesize test formulas based on
historical bug-triggering formulas, combining the creativity of LLMs with the effectiveness of the underlying
structure of historical bug-triggering formulas to enhance bug exposure.

⋆ Originality: Our approach introduces versatile strategies to generate test formulas that share similar skeletons
with bug-triggering formulas, offering a fresh perspective on software system testing. We posit that LLMs
can inject new vitality into all skeleton-based testing techniques, and our work represents a step towards this
direction.

⋆ Technique: We implement our idea as a practical tool MadFuzz, leveraging the instruction-following capability
of LLMs. To generate novel test formulas that can effectively trigger bugs, MadFuzz incorporates a feedback
mechanism for dynamically optimizing the generation process.

⋆ Practicality: Our tool MadFuzz has led to 22 bug reports for the leading SMT solvers Z3, cvc5, and Bitwu-
zla, of which 20 are confirmed and 19 are fixed by developers. Experimental results also demonstrate that
MadFuzz outperforms the state-of-the-art SMT solver fuzzers, including our prior work HistFuzz, in terms of
achieved code coverage.

This paper presents a substantial extension of our previous work, HistFuzz [17]. The extensions are threefold,
encompassing significant methodological advances and a more comprehensive empirical assessment. First, we
expand the original idea of reusing elements from historical bug-triggering formulas by incorporating LLMs
to complete formula skeletons and generate new test inputs. This enhancement enables the creation of more
diverse and expressive formulas than those produced in our earlier work. Second, we introduce a feedback-driven
generation mechanism that guides the LLM during test creation. By using solver responses to refine subsequent
iterations, this feedback mechanism improves the relevance and effectiveness of the generated formulas. Third,
we significantly strengthen the evaluation. Specifically, we identify new bugs in several state-of-the-art systems,
including Z3, cvc5, and Bitwuzla, and conduct a more comprehensive comparison between MadFuzz and recent
testing approaches.
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Paper Organization. The remainder of this paper is organized as follows. Section 2 provides an overview
of the necessary background and describes related work. Section 3 formalizes our approach and describes the
implementation of MadFuzz. Next, we elaborate on our extensive evaluation in detail in Section 4, and Section 5
dedicated to in-depth discussions on the results. The conclusion is presented in Section 6.

2 Background and Related Work
In this section, we first provide an overview of the SMT-LIB language and the standard for describing SMT
formulas. Then, we introduce the large pre-trained language models.

2.1 SMT-LIB Language
The SMT-LIB standard language stands out as one of the most widely embraced input languages for SMT
solvers [2]. Developed and championed by the SMT-LIB initiative, this standard represents a global effort to
streamline research and foster development in the field of SMT. The SMT-LIB standard language specifies the
syntax and semantics of the inputs for SMT solvers, as well as the specifications of background theories and logics.
The most basic commands in the SMT-LIB language are declare-fun, assert, and check-sat. The declare-fun
command is used to declare new symbols. In the SMT-LIB language, variables and functions can be declared
in a uniform way. The difference is that variables are treated as functions without arguments. For example,
the statement “(declare-fun 𝑥 () Int)” declares the variable 𝑥 as an integer type. The assert command adds
constraints to the variables or functions that the formula should satisfy, such as the “(assert (and (< 𝑥 3) (>
𝑦 1)))” statement asserts that variable 𝑥 is less than 3 and variable 𝑦 is larger than 1. The check-sat statement
queries the solver to decide on the satisfiability of a formula. Typically, an SMT instance includes multiple assert
statements. They can be seen as the conjunctions of multiple constraints. Therefore, an SMT solver will return sat
only if the constraints can be satisfied simultaneously. In contrast, the instance is deemed unsat if no assignment
can satisfy all assertions.

2.2 SMT Solver Fuzzing
SMT solvers have become significant tools in software engineering practice, as evidenced by their widespread
adoption and critical roles across various applications [13, 28, 41, 43]. In response to the vital need for reliable
SMT solvers, various fuzzing techniques have been developed. Among the pioneering efforts is FuzzSMT by
Brummayer and Biere [5], a grammar-based blackbox fuzzing tool. Subsequent advancements include Murxla [30],
a model-based fuzzer designed to generate API call sequences for SMT solver validation. Despite their innovations,
these approaches rely on expert-crafted grammars or models, potentially limiting the diversity and effectiveness
of the test formulas generated. In addition to these generation-based techniques, mutation-based techniques have
also been explored, revealing promise in bug detection for SMT solvers. Winterer et al. [47] obtain satisfiability-
preserving formulas by synthesizing two formulas using the method of semantic fusion. STORM [27] generates
satisfiable formulas with Boolean structures different from the original seed through construction. OpFuzz [46]
tests SMT solvers by simply mutating operators and achieves satisfactory results. Typefuzz [34] improves OpFuzz
by combining mutation and generation to produce more diverse mutants. Despite achieving promising results,
these methods overlook the unique potential of historical bug-triggering formulas for uncovering new bugs. To
address this gap, our earlier work, HistFuzz [39], introduced in the conference version, utilizes the skeletons
of historical bug-triggering formulas to generate new test cases with the atomic formulas from these formulas.
However, its reliance on bug-triggering formulas shares the mutation-based approaches’ limitations in diversity,
hampering exploration of the mutation space. In this journal extension, we propose to leverage LLMs to expand
the mutation space and sufficiently exploit the potential of historical bug-triggering formulas to unearth new
bugs.
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SMT solver repositories

(declare-fun v () Int)
(assert (exists ((V Int)) 

(and (= 2 v) (= v ((_ iand 1) 1 v)))))
(check-sat)

collect

sample prompt
construct

(declare-fun v () Int)
(assert (exists ((V Int)) 

(and (= 2 v) <placeholder>)))
(check-sat)

Please create a mutated SMT-LIB formula that modifies the 
following version and infill the <placeholder>.
……

LLM

(declare-fun v () Int)

…
(declare-fun v () Int)

…
(declare-fun v () Int)

…

Test inputs

Differential
testing

Solvers 
under test

feedback

(declare-fun v () Int)
(assert (exists ((V Int)) 
(and (= <placeholder> v) <placeholder>)))
(check-sat)

Few-shot prompt

Zero-shot prompt

Historical bug-triggering formulas
[Example: Masked] 
(assert <placeholder>)

[Example: Original] 
(assert (= x 0))

Fig. 1. Overview of MadFuzz.

2.3 Large Language Model
Transformer-based LLMs have revolutionized natural language processing (NLP), showcasing exceptional perfor-
mance in tasks like text generation and question answering [42]. Trained on extensive corpora, these models have
utility extending to software engineering practice, aiding in code generation, completion, and summarization [44],
as well as software test case generation [14, 15, 38, 44, 48, 53]. A comprehensive review by Zhu et al. [58] also
summarizes the applications of LLMs in software security domains such as fuzzing and program repair. In the
context of fuzzing, Ye et al. [53] propose a fuzzing technique that fine-tunes GPT-2 to generate test inputs for
JavaScript engines. More recently, Deng et al. [14] utilized LLMs to fuzz deep learning libraries. Their approach
involves employing a generative model, Codex, to generate programs that invoke deep learning libraries, and
further mutate the generated programs. In addition to leveraging LLMs in a zero-shot manner, Deng et al. [15]
also propose fine-tuning LLMs specifically for deep learning library fuzzing. Beyond these domains, LLM-based
fuzzing has been applied to other complex software systems, including compilers [33, 49] and the Linux kernel [50].
Specifically for SMT solvers, LLMs are being adapted to generate SMT-LIB inputs for fuzzing SMT solvers [38, 48].
Concretely, LaST [38] further retrains LLMs to enhance their capability in generating complete test formulas for
SMT solvers. However, this approach often yields a high rate of invalid formulas due to syntactic errors and fails
to leverage the potent skeletons of historical bug-triggering formulas. To overcome these limitations, MadFuzz
introduces a complementary design. Instead of retraining models, we use in-context learning to guide the LLM in
completing the skeletons of historical bug-triggering formulas. This design leverages existing effective structural
patterns while avoiding the cost associated with additional training. By combining the strengths of LLMs with
these domain-specific skeletons, MadFuzz generates more targeted and reliable test formulas. Our results show
that this approach advances the direction of LLM-integrated SMT solver fuzzing and provides clearer benefits
than existing LLM-based techniques.

3 Approach
In this section, we provide an overview of our proposed approach, MadFuzz, followed by a detailed explanation.
We begin by describing how MadFuzz generates test formulas using LLMs through zero-shot learning and
few-shot learning strategies. Subsequently, we demonstrate how MadFuzz discovers bugs in SMT solvers through
differential testing. Finally, we elaborate on the feedback mechanism of MadFuzz to optimize the prompts and
select input skeleton via sampling, improving the efficiency of the fuzzing loop.
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3.1 Overview
This study presents a novel approach called MadFuzz, which is depicted in Figure 1. MadFuzz collects historical
bug-triggering formulas from the bug tracking systems of open-source SMT solvers, including Z3, cvc5, Bitwuzla,
and others. Subsequently, MadFuzz generates a mutated version of the bug-triggering formulas by removing
some atomic formulas or their constituent elements (e.g., operators, constants, and variables), and replacing
them with <placeholder> . Then, MadFuzz constructs instructions based on the mutated bug-triggering
formulas and prompts LLMs to generate new test formulas. To be specific, MadFuzz supports two strategies
for adapting LLMs to SMT solver testing: zero-shot learning and few-shot learning. In zero-shot learning,
MadFuzz constructs instructions based on a prompt template and the mutated bug-triggering formulas for LLMs
to generate new test formulas iteratively, which expects LLMs to infill novel elements and produce mutants.
For few-shot learning, MadFuzz provides the LLMs with several question-answer examples, i.e., mutated bug-
triggering formulas with <placeholder> and the corresponding original formulas, to improve the performance
of LLMs in generating test formulas. The intuition behind this is that LLMs typically benefit from question-answer
examples provided in the prompt to generate more accurate and useful text [4]. After obtaining the output of
LLMs, MadFuzz instantiates the formulas generated through different strategies to ensure their validity and
completeness. Finally, MadFuzz uses differential testing to identify bugs in SMT solvers by comparing the
results of multiple SMT solvers on the same test formulas and witnessing whether the solvers exhibit anomalous
behaviors. Additionally, MadFuzz incorporates a feedback mechanism based on the solvers’ behaviors to improve
the efficiency of fuzzing by optimizing the prompt and prioritizing skeletons that are more likely to produce
effective mutants.

3.2 Bug-triggering Formula Collection
To generate new test formulas, MadFuzz requires a collection of historical bug-triggering formulas as basic
materials. Multiple well-known SMT solvers, such as Z3 and cvc5, are open-source software available on GitHub.
Consequently, users and test teams can report bugs in the issue tracking systems of these solvers, providing an
opportunity to collect historical bug-triggering formulas. A complete bug report should contain all the essential
information required for developers to reproduce the bug, including the bug-triggering formula, solver version,
and reproduction commands. Therefore, MadFuzz can acquire formulas from the bug tracking systems of SMT
solvers automatically using the GitHub API. First, MadFuzz collects the issues that report soundness bugs, invalid
model bugs, and crashes, which can be inferred by the titles of issues. Then, it gathers the formulas from the
issue bodies or comments based on predefined matching rules, since most formulas are in the fenced code blocks
of Markdown. To achieve this, it employs a lightweight regular expression matching technique to extract SMT
formulas from the fenced code blocks of Markdown in issue bodies or comments. The extracted bug-triggering
formulas serve as the necessary materials for MadFuzz to generate new test formulas. Finally, we collect 3,877
bug-triggering formulas from the bug tracking systems of Z3, cvc5, Bitwuzla, Yices2, and OpenSMT.

3.3 Skeleton Enumeration with LLMs
Algorithm 1 presents the pseudocode of MadFuzz. Given the collected bug-triggering formulas 𝐻, MadFuzz lever-
ages LLMs for SMT solver fuzzing using two strategies, namely zero-shot learning and few-shot learning. To
ensure flexibility, the algorithm is parameterized by user-defined inputs, specifically: the set of target SMT solvers
(𝑆𝑜𝑙𝑣𝑒𝑟𝑠), the total time budget for the fuzzing campaign (𝑇𝑏𝑢𝑑𝑔𝑒𝑡), and the number of mutants to generate per
iteration (𝑁𝑚𝑢𝑡𝑎𝑛𝑡).

Zero-shot Learning. MadFuzz can use zero-shot learning to guide LLMs in generating new SMT-LIB formulas
from existing bug-triggering formulas. The key step is to provide the LLM with a partially redacted version of a
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Algorithm 1: MadFuzz’s pseudocode
input :𝑆𝑜𝑙𝑣𝑒𝑟𝑠, 𝐻, 𝑇𝑏𝑢𝑑𝑔𝑒𝑡, 𝑁𝑚𝑢𝑡𝑎𝑛𝑡
output :Detected bugs 𝐵𝑢𝑔𝑠

1 Procedure MadFuzz(𝑆𝑜𝑙𝑣𝑒𝑟𝑠, 𝐻)
2 ScoreMap ← InitScore(𝐻)

3 𝑓1 ← RandomSelect(𝐻)
4 𝑡𝑠𝑡𝑎𝑟 𝑡 ← CurrentTime()

// Main Fuzzing Loop: Run until time budget is exhausted

5 while CurrentTime() − 𝑡𝑠𝑡𝑎𝑟 𝑡 < 𝑇𝑏𝑢𝑑𝑔𝑒𝑡 do
6 𝑘1 ← Index(𝐻, 𝑓1)
7 repeat
8 𝑓2 ← RandomSelect(H)

9 𝑘2 ← Index(H, 𝑓2)
// MH Sampling: Check acceptance condition

10 until 𝑟𝑎𝑛𝑑𝑜𝑚.𝑢𝑛𝑖𝑓 𝑜𝑟𝑚(0, 1) ≤ (1 − 𝑝)𝑘2−𝑘1

// Generate 𝑁𝑚𝑢𝑡𝑎𝑛𝑡 variants for the selected seed

11 ResList ← [ ]
12 for 𝑖 ← 1 to 𝑁𝑚𝑢𝑡𝑎𝑛𝑡 do
13 𝑃𝑟𝑜𝑚𝑝𝑡 ← GenPrompt(𝑓2, H, ResList)
14 𝐹𝑜𝑟𝑚𝑢𝑙𝑎 ← Query(Prompt, 𝐿𝑀𝑔)

15 Result ← Detect(Formula, Solvers)
16 if Result ≠ Correct then
17 Bugs ← Add(Formula)

18 ResList ← Add(Result)
// Update the score of seed formulas

19 ScoreMap ← Update(ScoreMap, Result, H)

20 𝐻 ← Sort(ScoreMap)

21 𝑓1 ← 𝑓2
22 return Bugs

23 Procedure GenPrompt(𝑓, 𝐻, 𝑅𝑒𝑠𝐿𝑖𝑠𝑡)
24 𝑠𝑘𝑒𝑙𝑒𝑡𝑜𝑛 ← RandomMutate(𝑓)
25 𝑇 ← 𝐼𝑛𝑖𝑡𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒
26 if CheckErr(ResList) then
27 𝑇 ← Refine(𝑇, 𝑓, 𝐿𝑀𝑐)

28 if Zero-shot learning then
29 𝑃𝑟𝑜𝑚𝑝𝑡 ← Construct(𝑇, 𝑠𝑘𝑒𝑙𝑒𝑡𝑜𝑛)
30 if Few-shot learning then
31 𝑓 𝑜𝑟𝑚𝑢𝑙𝑎𝑠 ← RandomSample(𝐻)
32 𝑒𝑥𝑠 ← [RandomMutate(formulas), formulas]
33 𝑃𝑟𝑜𝑚𝑝𝑡 ← Construct(𝑇, 𝑠𝑘𝑒𝑙𝑒𝑡𝑜𝑛, 𝑒𝑥𝑠)
34 return 𝑃𝑟𝑜𝑚𝑝𝑡
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formula, its skeleton, and rely on the LLM to produce a complete mutation. This approach uses the instruction-
following strengths and internal knowledge of modern LLMs while avoiding the need for handcrafted grammar
rules. To construct a skeleton, MadFuzz removes selected elements from the bug-triggering formula and replaces
them with <placeholder> tokens (Line 24). These removed elements include atomic formulas and the operators,
constants, and variables appearing in those atomic formulas. The degree of removal depends on the structure of
the original formula. If the formula has 𝑛 atomic formulas, MadFuzz randomly removes fewer than 𝑛 of them
to ensure that the remaining structure still provides meaningful guidance to the LLM. This process introduces
variation while preserving enough context for the model to generate a coherent mutation. Once the skeleton is
created, MadFuzz combines it with a predefined prompt template called 𝐼 𝑛𝑖𝑡𝑇 𝑒𝑚𝑝𝑙𝑎𝑡𝑒 (Line 25). This template
instructs the LLM to fill in the placeholders and produce a new SMT-LIB formula. The template is designed to be
concise yet informative, encouraging the LLM to introduce additional variables or constraints when appropriate,
while avoiding semantic inconsistencies. The prompt used by default is:

Prompt

Please create a mutated SMT-LIB formula that modifies the following version and infills the <placeholder>.
Feel free to introduce additional variables and constraints as needed. The goal is to create a mutated formula
that is grammatically correct and does not introduce any semantic errors.

This template is the default choice unless some specific conditions are met, which will be further elaborated on
later.

MadFuzz then constructs the final instruction by combining the prompt template with the skeleton (Line 29).
Using this instruction, the LLM iteratively generates new test formulas. By default, the iteration proceeds for
𝑁𝑚𝑢𝑡𝑎𝑛𝑡 = 10 steps. This default value is user-configurable for specialized testing scenarios.

Few-shot Learning. Few-shot learning extends the above process by providing the LLM with example pairs
that illustrate the desired transformation. Each example consists of a skeleton (the “question”) and the original
complete formula (the “answer”). These examples help the LLM better infer how placeholders should be replaced
in similar contexts. To construct these examples, MadFuzz randomly selects up to three bug-triggering formulas
(Line 31). We cap this number at three because larger sets increase the prompt length substantially, risking
truncation due to LLM context limits. For each selected formula, MadFuzz removes elements following the same
procedure as in zero-shot learning and pairs the skeleton with the original formula (Line 32). These examples
are then embedded into the prompt template, enabling the LLM to observe concrete transformations before
generating new formulas. With the examples included, MadFuzz constructs the full instruction and prompts
the LLM to iteratively generate formulas in the same manner as zero-shot learning. This mode is particularly
effective when the target formulas exhibit recurring structural patterns, as the examples help the LLM mimic
those patterns more faithfully.

Formula Instantiation. After the LLM generates candidate formulas, MadFuzz applies a lightweight post-
processing step to ensure they are syntactically valid and suitable for cross-solver testing. This step is crucial
because LLMs may occasionally introduce solver-specific commands or incomplete constructs. First, MadFuzz
scans the generated formulas using simple pattern matching to identify commands that fall outside the SMT-LIB
standard, such as solver-specific set-option directives. Although valid for some solvers, these commands hinder
differential testing because they prevent uniform execution across solvers. MadFuzz therefore removes such
commands to maintain cross-solver compatibility. Next, MadFuzz verifies the syntactic correctness of each
formula using the SMT-LIB parser from cvc5. If the parser reports an error, MadFuzz feeds the error message
back into the LLM and asks it to produce a corrected version. This repair step is applied only once per formula
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to limit overhead while still providing an opportunity to fix common issues such as unmatched parentheses or
incomplete declarations. By combining syntax cleanup, standardization, and limited self-correction, MadFuzz
increases the likelihood that generated formulas are both valid and diverse. These measures ensure that the
formulas are ready for differential testing across multiple SMT solvers, thereby improving the effectiveness and
robustness of the fuzzing process.

3.4 Differential Testing
To uncover bugs in SMT solvers, we employ differential testing, which involves comparing the results of multiple
SMT solvers on the same test formulas. Our approach, MadFuzz, systematically scrutinizes the results yielded by
SMT solvers (Lines 15 - 17), considering various facets such as satisfiability, model correctness, and anomalous
behaviors. Regarding satisfiability, we discern a potential soundness bug when one solver indicates sat for a
given test formula, while another solver deems it unsat. To determine the responsible solver, we utilize the
get-model command to retrieve the model (i.e., an assignment expected to satisfy the formula) of the test formula
from the solver that renders sat. We then evaluate the test formula using the retrieved model and the solvers
under test to identify the solver responsible for the bug. If the formula can be evaluated to sat using the model,
we consider it a soundness bug in the solver that returns unsat, or vice versa. MadFuzz also ensures that solvers
validate the correctness of the model provided by the solver that returns sat. If the formula cannot be evaluated
to sat using the model, we classify it as an invalid model bug. Finally, if any solver exhibits anomalous behavior,
such as assertion violations, the associated test formula will be recorded as a crash bug. After manual inspection,
we report the identified bugs to the corresponding solver’s bug tracker.

3.5 Feedback Mechanism
To enhance the efficiency of its fuzzing loop, MadFuzz incorporates a feedback mechanism that continuously
adapts the fuzzing process based on solver responses observed during differential testing. Each generated formula
is classified into one of three categories: bug-triggering, invalid, or valid. Bug-triggering formulas highlight cases
where at least one solver behaves inconsistently, signaling potential defects or unimplemented corner cases.
Invalid formulas contain syntactic or structural errors that prevent reliable execution and typically indicate
weaknesses in the current prompt or seed configuration. Valid formulas, in contrast, are accepted by all solvers
without discrepancies and serve as stable anchors for guiding subsequent generation. By monitoring the evolution
of these categories over time, MadFuzz dynamically adjusts both its prompt design and seed selection strategies,
ensuring that the fuzzing effort remains targeted and responsive to solver behavior. The feedback mechanism
enhances test generation along two complementary dimensions: prompt optimization and skeleton selection. On
the one hand, when MadFuzz identifies invalid formulas based on solvers’ feedback, it uses this information to
refine the prompt presented to the generation LLM, making the instructions more precise and better aligned with
SMT-LIB constraints. On the other hand, when new bug-triggering formulas are detected, MadFuzz leverages
an MCMC-based sampling strategy to prioritize formula patterns and seeds that are statistically more likely to
trigger solver inconsistencies.This dual perspective, repairing weakness in generation while amplifying promising
signals, enables MadFuzz to evolve throughout the fuzzing campaign.

Prompt Optimization. During fuzzing, MadFuzz logs solver outcomes for every generated formula and stores
them in a list 𝑅𝑒𝑠𝐿𝑖𝑠𝑡 (Line 18).This history enables MadFuzz to identify early signs of degraded generation quality.
Specifically, if the most recent three generated formulas are all invalid, MadFuzz initiates the prompt refinement
process (Lines 26–27). The optimization LLM, distinct from the generation LLM, is tasked with improving the most
recent prompt that led to the generation of invalid test formulas. Here, we employ the optimization instructions
proposed by the existing prompt optimization technique [57]. As a result, MadFuzz acquires an updated prompt
template, which is expected to better direct the LLMs towards the creation of more efficacious test formulas [25].
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MadFuzz will use the optimized prompt to direct the generation LLMs to produce test formulas subsequently. By
continuously grounding prompt revision in solver-derived feedback and iteratively correcting deficiencies as
they arise, MadFuzz maintains a robust, adaptive, and self-improving test generation pipeline throughout the
fuzzing campaign.

Skeleton Selection. During the fuzzing process, MadFuzz maintains a score for each bug-triggering formula,
initialized to 0 (Line 2). After each iteration, MadFuzz updates the score of the bug-triggering formula based
on the behavior of the solvers (Line 19). Specifically, if the mutant of the bug-triggering formula triggers a
bug, MadFuzz increases its score by 1. If the mutant is rejected by the solvers, MadFuzz decreases the bug-
triggering formula’s score by 0.1, while the score remains unchanged if the mutant is accepted by the solvers
and does not trigger bugs. To prioritize bug-triggering formulas likely to generate valid and effective test cases,
MadFuzz employs a sampler to guide the selection of formulas for mutation. This selection process is facilitated
by the Metropolis-Hastings (MH) algorithm [9], an MCMC method designed for obtaining random samples from
a specified probability distribution. The algorithm iteratively generates a sequence of samples approximating
the desired distribution, with the acceptance probability (𝛼) of a formula 𝑓2 contingent on the current formula
𝑓1. In our context, the desired distribution is modeled as a geometric distribution, representing the probability
distribution of the number 𝑋 of Bernoulli trials needed to achieve one success. The probability of the 𝑘𝑡ℎ trial being
the first success is given by 𝑃𝑟(𝑋 = 𝑘) = (1 − 𝑝)𝑘−1𝑝 for 𝑘 = 1, 2, 3, .... Subsequently, bug-triggering formulas
are arranged in a list 𝐻, ordered in descending order based on their scores. Specifically, the first bug-triggering
formula in the list has the highest score, while the last has the lowest. The MCMC process ensures that the
sampled formulas conform to the geometric distribution, making higher-scoring formulas more likely to be
selected than lower-scoring ones.

The Metropolis-Hastings algorithm selects formulas randomly and determines acceptance or rejection through
a Metropolis choice:

𝛼 = 𝑚𝑖𝑛(1,
𝑃𝑟(𝑓2)
𝑃𝑟(𝑓1)

𝑔(𝑓2 → 𝑓1)
𝑔(𝑓1 → 𝑓2)

)

where 𝑔(𝑓1 → 𝑓2) is the proposal distribution describing the conditional probability of proposing a new sample
𝑓2 given 𝑓1. Since the formulas are selected randomly, the inherently symmetric proposal distribution simplifies
the acceptance probability to:

𝛼 = 𝑚𝑖𝑛(1,
𝑃𝑟(𝑓2)
𝑃𝑟(𝑓1)

) = 𝑚𝑖𝑛(1, (1 − 𝑝)𝑘2−𝑘1)

where 𝑘1 and 𝑘2 are the indices of 𝑓1 and 𝑓2 in 𝐻 based on their scores. The significance of 𝛼 lies in its role: if 𝑓2
has a higher score than 𝑓1, 𝑓2 is always accepted; otherwise, the proposal is accepted with a certain probability.
Furthermore, the bigger 𝑘2 - 𝑘1 is, the less the acceptance probability is. It is noteworthy that at each iteration,
scores need to be recalculated, and formulas must be resorted (Lines 19 - 20).

Parameter estimation. The geometric distribution parameter 𝑝 governs how strongly the sampler favors
high-ranked formulas. Let 𝑛 denote the number of formulas in 𝐻. Following established practice [8], we set 𝑝 by
enforcing two practical constraints. First, the distribution should place nearly all probability mass within the
available range [1, 𝑛], ensuring that sampling does not overemphasize out-of-range tail mass:

𝑛
∑
𝑘=1

Pr(𝑋 = 𝑘) ≈ 1.
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Second, the top-ranked formula should be selected more frequently than under uniform sampling. This requires:

𝑝 = Pr(𝑋 = 1) >
1
𝑛
.

In our setting, the corpus contains 𝑛 = 3, 877 formulas. We set 𝑝 = 0.0005, which satisfies 𝑝 > 1/𝑛 ≈ 0.00026,
thereby ensuring that the highest-ranked formula is selected with nearly twice the probability of a uniform
strategy. At the same time, this choice of 𝑝 preserves a long, slowly decaying tail: even mid- and low-ranked
formulas retain nontrivial probability of being selected. This balancing effect is essential in fuzzing, as it promotes
exploration of diverse formulas while still prioritizing those with historically strong performance. A larger value
of 𝑝 would overly concentrate probability near the top of the ranking and risk premature convergence, whereas a
much smaller value would yield insufficient prioritization. The selected value provides a practical compromise
between exploitation and exploration.

3.6 Implementation
We have implemented MadFuzz as a practical tool for SMT solver fuzzing using Python. Although MadFuzz is a
universal framework for fuzzing SMT solvers that can be implemented based on any instruction fine-tuned LLMs,
we finally select CodeLlama-7b-Instruct [37] and Llama-2-7b [42] to serve as the generation LLM and optimization
LLM, respectively. The reason is that they are advanced open-source LLMs, which exhibit superior performance
in various tasks and understanding human instructions. CodeLlama demonstrates remarkable proficiency in
programming tasks. In terms of test input generation configuration, our default parameters include a temperature
setting of 0.7 [4, 20, 38], a maximum output length of 2,048 characters, and a top_p value of 0.95 [37]. For the
experimental evaluation, we defined a standard fuzzing time budget (𝑇𝑏𝑢𝑑𝑔𝑒𝑡) of 24 hours per session, allowing for
the inspection of discovered bugs prior to any subsequent fuzzing campaigns.

4 Experimental Evaluation
This section presents a comprehensive evaluation of the effectiveness of MadFuzz.

4.1 Evaluation Setup

ResearchQuestions. The experiments conducted aim to answer the following research questions:
• RQ1: How effective is MadFuzz in terms of zero-shot learning and few-shot learning strategies? (Section 4.2)
• RQ2: How does MadFuzz compare with state-of-the-art SMT solver fuzzers? (Section 4.3)
• RQ3: How effective is MadFuzz’s feedback mechanism? (Section 4.4)
• RQ4: Can MadFuzz be used to expose new real bugs in SMT solvers? (Section 4.5)

Types of Bugs. As described in Section 3.4, bugs in SMT solvers can be classified into three main different types.
This categorization is consistent with previous studies [39, 46, 47, 52]. The three categories of bugs are defined as
follows:
• Soundness bugs: This type of bug occurs when two solvers provide opposite results for the same formula, where
one solver reports sat while the other reports unsat. Such inconsistencies are considered soundness bugs.
• Invalid model bugs: An invalid model refers to a solver correctly identifying a formula as satisfiable (sat), but
the model provided by the solver is incapable of satisfying the constraints in the formula.
• Crash bugs: This type of bug occurs when a solver exhibits abnormal behavior during the solving process, such
as assertion violations and segmentation faults.

Environment. We conduct all of our experiments on a machine equipped with an Intel Xeon CPU Gold-6248
processor (20 cores and 256GB RAM) and NVIDIA Tesla V100 GPU running the Ubuntu 20.04 64-bit operating

ACM Trans. Softw. Eng. Methodol.

 



12 • Maolin Sun, Yibiao Yang, Haoxiang Jia, Jiangchang Wu, Qingyang Li, Zifan Xie, Ming Wen, and Yuming Zhou

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9
1

Temperature

Pr
op

or
ti
on

Fig. 2. Comparison of valid formula proportions generated by
MadFuzzZS (blue � for zero-shot) and MadFuzzFS (red • for few-
shot) across various temperatures.

3 1 1

MadFuzzFS (4) MadFuzzZS (2)

Fig. 3. The distribution of bugs detected by
MadFuzzZS and MadFuzzFS on previous versions
of solvers.

system. In line with prior studies [39, 52], we set the time limit for solving queries for each test formula to 10
seconds.

4.2 RQ1: Comparison of Learning Paradigms
This RQ focuses on evaluating the effectiveness of the two strategies proposed in MadFuzz, i.e., zero-shot

learning and few-shot learning, in terms of their ability to generate valid instances, achieve code coverage, and
discover bugs. In this experiment, we select Z3 and cvc5 as the target solvers, since they support a wide range
of logics and are also used in most of the related studies [39, 48]. Other solvers, such as Bitwuzla, support only
a limited range of logics or provide too few released versions to enable meaningful longitudinal analysis. As a
result, we do not include them in this RQ. To prevent data leakage, experiments are conducted on Z3-4.12.3 and
cvc5-1.0.9, versions released after the LLMs. Note that the issues associated with the collected bug-triggering
formulas are also resolved before the release of the solver versions.

4.2.1 Validity of Generated Instances.

Experiment Setting. In this experiment, a formula is considered valid if it can be solved by either Z3 or cvc5
without encountering any errors. To comprehensively evaluate the validity of the formulas generated byMadFuzz,
we sample 100 formulas from the historical bug-triggering formulas at random. This sample size aligns with
the scale commonly used in prior works [14, 38, 39]. From each sampled formula, we use both MadFuzzZS
(zero-shot) and MadFuzzFS (few-shot) to generate 1,000 mutated formulas under different temperature settings.
Using 1,000 mutants per configuration ensures that we capture stable trends in validity rates while keeping the
computational cost manageable. The temperature parameter controls the variability in the model’s output, and
exploring its effects is important for understanding the trade-off between diversity and correctness. Following
common practice in the literature [14, 38], we vary the temperature from 0.1 to 1.0 in increments of 0.1, which
provides fine-grained coverage of the model’s generation behavior in both low- and high-creativity settings.
Finally, for each temperature and learning mode, we compute the proportion of generated formulas that are valid
according to Z3 or cvc5.

Result. As depicted in Figure 2, the proportion of valid formulas generated by MadFuzzFS is consistently higher
than that of MadFuzzZS. Specifically, the proportion of valid formulas generated by MadFuzzFS exceeds 70% at
all temperatures. However, the proportion of valid formulas generated by MadFuzzZS remains around 60% at
different temperatures. This result demonstrates the superior effectiveness of the few-shot learning strategy in
generating valid formulas by learning from examples.
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Table 1. Code coverage achieved by test instances generated by MadFuzzZS and MadFuzzFS. The highest values are high-
lighted.

Paradigm
Z3 cvc5

line function line function

MadFuzzZS 27.1% 31.5% 30.5% 44.1%
MadFuzzFS 31.2%†‡ 33.8%†‡ 33.0%†‡ 47.0%†‡

Note: The highest value in each column is highlighted in bold.
† Statistically significant improvement (𝑝 < 0.05) over MadFuzzZS.
‡ Large effect size (Cliff’s 𝛿 > 0.474).

4.2.2 Code Coverage.

Experiment Setting. To evaluate the code coverage achieved by MadFuzz, we use both MadFuzzZS and
MadFuzzFS to generate 1,000 formulas each. This scale provides enough inputs to observe consistent coverage
trends while keeping the analysis tractable, and it follows the typical configuration used in earlier studies on
SMT input generation [34, 38]. Unless otherwise stated, we set the temperature to 0.7, which is a commonly
adopted default that balances diversity and stability in generated formulas [38]. We then feed the different groups
of formulas generated by MadFuzz to Z3 and cvc5, and utilize the gcov3 tool to collect the solvers’ code coverage.
Additionally, we repeat this experiment 10 times and calculate the average of code coverage to mitigate the
influence of randomness, which is also consistent with prior studies [38].

Result. Table 1 delineates the code coverage attained by MadFuzzZS and MadFuzzFS, respectively. Note that
discussions pertaining to the remaining rows of the table are reserved for subsequent subsections. We can observe
that MadFuzzFS consistently outperforms MadFuzzZS in terms of code coverage across both solvers. Specifically,
MadFuzzFS achieves a line coverage of 31.2% in Z3 and 33.0% in cvc5, while MadFuzzZS achieves 27.1% in Z3
and 30.5% in cvc5. To assess whether the advantages of MadFuzzFS are statistically reliable, we applied the
Mann–Whitney U Test [26] to the results from ten independent runs. We find that all p-values fall below the 0.05
threshold, confirming the statistical significance of the improvements in code coverage achieved by MadFuzzFS.
We further employ Cliff’s 𝛿 [36, 51] to evaluate the practical significance of the improvements. The calculated
Cliff’s 𝛿 values are all above 0.474, indicating that the improvements of MadFuzzFS are practically significant.

4.2.3 Bug Exposing.

Experiment Setting. We evaluate the bug-finding capability of MadFuzzZS and MadFuzzFS by running each
fuzzer for 24 hours and measuring the number of unique known bugs it can rediscover. This duration follows
the standard evaluation practice in prior work [38], providing sufficient time for each fuzzer to explore diverse
behaviors while keeping the experiment practical to reproduce. To identify the unique bugs, we employed the
Correcting Commit approach [7, 39]. Specifically, we feed a potential bug-triggering instance generated by a
fuzzer to different commit versions of the solvers and check whether the bug was fixed in one commit. If a bug
can be triggered before a commit while it cannot be triggered after the commit, we consider this commit as the
correcting commit of the bug. The bugs corresponding to different correcting commits are considered as different

3https://gcc.gnu.org/onlinedocs/gcc/Gcov.html
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Fig. 4. Comparison of valid formula proportions generated by different SMT solver fuzzers.

bugs. In practice, we exploit binary search to accelerate the process of identifying correcting commits. Note that
we focus on using fuzzing tools to find known bugs that have already been resolved, rather than finding new
bugs in this experiment, which enables us to conveniently determine the number of unique bugs.

Result. As shown in Figure 3, MadFuzzFS detected four unique bugs in the solvers, while MadFuzzZS de-
tected two unique bugs. Concretely, MadFuzzFS was capable of detecting three bugs that MadFuzzZS missed,
while MadFuzzZS identified one bug that MadFuzzFS failed to detect. Collectively, these results underscore
MadFuzzFS’s superior efficacy in generating valid formulas, achieving higher code coverage, and detecting bugs.
Nonetheless, MadFuzzZS demonstrates its value by complementing MadFuzzFS in bug detection capabilities.

4.3 RQ2: Comparison with Existing Fuzzers
To comprehensively evaluate the effectiveness of MadFuzz, we compare it with the state-of-the-art fuzzers,
including STORM, YinYang, OpFuzz, TypeFuzz, HistFuzz, LaST, and Fuzz4All. They are all open-source fuzzers
that can support multiple logics and detect a large number of bugs in SMT solvers. We use the latest versions of
these fuzzers provided by their developers in our experiments. In this RQ, we also investigate the proportion of
valid formulas, the achieved code coverage, and the number of unique bugs detected by different fuzzers. Note
that, in the subsequent discussion, we use MadFuzzFS as the representative of MadFuzz in the comparison, since
it outperforms MadFuzzZS as illustrated in Section 4.2.

Validity of Generated Instances. To examine the validity of the formulas generated by different fuzzers, we
employ the same experiment setting as in RQ1. Specifically, we employ the eight fuzzers to generate 1,000
formulas based on the 100 sampled formulas, respectively, and use Z3 and cvc5 to check whether the formulas
are valid.

Figure 4 illustrates the proportion of valid formulas generated by different fuzzers. We can observe that the
proportion of valid formulas generated by MadFuzz is higher than that of YinYang, HistFuzz, LaST, and Fuzz4All,
while lower than that of STORM, OpFuzz, and TypeFuzz. The rationale behind this discrepancy lies in the fact
that STORM, OpFuzz, and TypeFuzz primarily mutate operators in the formulas, resulting in a more restricted
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Table 2. Code coverage and unique bugs detected. The highest values are highlighted. Statistical significance is calculated
comparing MadFuzz against the second-best performing baseline.

Technique
Z3 cvc5 #Bug

line function line function Total

STORM 15.3% 15.3% 21.0% 33.4% 0
YinYang 16.2% 16.3% 17.7% 31.0% 0
OpFuzz 20.4% 19.4% 23.0% 35.3% 2
TypeFuzz 22.9% 21.3% 24.4% 36.2% 1
HistFuzz 30.1% 31.2% 27.9% 43.4% 1
LaST 28.4% 26.9% 26.7% 40.8% 0
Fuzz4All 30.8% 33.2% 31.8% 45.8% 0

MadFuzz 31.2%†‡ 33.8%†‡ 33.0%†‡ 47.0%†‡ 4

Note: The highest value in each column is highlighted in bold.
† Statistically significant improvement (𝑝 < 0.05, Mann-Whitney U Test)
compared to the best baseline.

‡ Large effect size (Cliff’s 𝛿 > 0.474).

mutation space and, consequently, a higher proportion of valid formulas. However, the restricted mutation space
may also constrain the generation of diverse formulas and limit the exploration of solvers’ code.

Code Coverage. To assess the code coverage achieved by each fuzzer, we employ the sampled 100 formulas in
RQ1 as seeds and utilize the baseline fuzzers to generate 1,000 test formulas, respectively. These formulas were
subsequently fed into the solvers, with the gcov tool being utilized to measure the resultant code coverage. This
procedure was replicated 10 times as in RQ1.

Table 2 showcases the code coverage attained by test instances generated via different fuzzing techniques.
Overall, we can observe that MadFuzz achieves superior code coverage across both solvers when compared
to its counterparts. To ascertain the statistical significance of MadFuzz’s performance over the second-best
performing baseline (i.e., Fuzz4All), we also conducted the Mann-Whitney U Test and calculated the Cliff’s 𝛿
values. The analysis confirmed the statistical and practical significance of the observed improvements. Therefore,
we deduce that MadFuzz effectively improves the code coverage of SMT solvers compared to the existing SMT
solver fuzzing techniques.

Bug-Finding Capability. Following the experimental setting in RQ1, we re-run each baseline fuzzer for 24
hours, recording the unique known bugs identified by each. The input seeds for these fuzzers are also the collected
bug-triggering formulas. The findings, presented in Table 2, reveal that MadFuzz excels in detecting the highest
number of unique bugs across the solvers. Furthermore, an interesting aspect of complementarity in bug detection
emerged among OpFuzz, TypeFuzz, HistFuzz, and MadFuzz, with each identifying distinct bugs not found by the
others. Note that the number of bugs discovered by the existing fuzzers was low, likely due to the resolution of
the bugs reported by these fuzzers in the recent solver versions.

In conclusion, the experiments highlight MadFuzz’s advantage in both bug detection and code coverage
efficacy.
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Table 3. Comparison of MadFuzz and MadFuzzwoFB in terms of valid formula generation, code coverage achieved, and
known bug detection.

Variant
Valid Z3 cvc5 #Bug

line function line function

MadFuzz 79.6% 31.2% 33.8% 33.0% 47.0% 4
MadFuzzwoFB 73.5% 30.1% 32.7% 30.4% 44.7% 2

Note: The highest value in each column is highlighted in bold.
4.4 RQ3: Efficacy of the Feedback Mechanism
This subsection delves into the efficacy of the innovative feedback mechanism implemented in MadFuzz through
an ablation study. Here, we also employ MadFuzzFS as the representative of MadFuzz. We introduce
MadFuzzwoFB, a variant of MadFuzzFS devoid of the feedback mechanism, to isolate and assess its contri-
bution. Mirroring the experimental setup of RQ2, we evaluate the variant’s performance in generating valid
formulas, achieving code coverage, and detecting bugs.

Table 3 summarizes the results of the ablation study. First, we can observe that MadFuzzwoFB can generate
valid formulas at a rate of 73.5%, trailing behind MadFuzzFS. Furthermore, MadFuzzwoFB achieves 30.1% and
30.4% line coverage in Z3 and cvc5, respectively, which also falls short of those achieved by MadFuzz. Our
statistical analysis confirms that these decreases in generation validity and code coverage are both statistically
and practically significant. The feedback mechanism’s importance is also apparent in bug detection. Although
MadFuzzwoFB identified two unique bugs, one of which was missed by the full MadFuzz system, its overall
bug-finding effectiveness was lower. Ultimately, MadFuzz found a greater total number of unique bugs. Therefore,
we can deduce that the feedback mechanism in MadFuzz is crucial for enhancing its performance in valid formula
generation, code coverage, and bug detection.

4.5 RQ4: Bug Detection
The objective of RQ3 is to examine whether MadFuzz can detect new real bugs in SMT solvers.

4.5.1 Experimental Setup.
Given the high manual effort required for bug analysis, we focus this RQ on the few-shot learning strategy of
MadFuzz, which demonstrated superior performance in RQ1, to detect new bugs in the SMT solvers.

Targeted Solvers. We select Z3, cvc5, and Bitwuzla as the target solvers in our experiments. Among them, Z3
and cvc5 are the two most widely used SMT solvers in the community. They support a comprehensive range of
functionalities defined in the SMT-LIB standard and have been thoroughly validated by prior studies [34, 39, 46].
Bitwuzla is a relatively new advanced SMT solver. Although it only supports a narrow range of logics, “Bitwuzla
is a particularly good candidate since it is very robust” as recommended by one of the cvc5 developers [38]. As such,
we also include Bitwuzla in our experiments. Overall, the three solvers are representative of the leading SMT
solvers, and it is challenging to expose bugs in them. To avoid duplicate bug reports, we always use MadFuzz to
test the latest trunk version of the solvers.

Bug Inspection and Reduction. We inspected potential bugs identified by MadFuzz before reporting to prevent
redundant reports. Specifically, we employ a bug grouping strategy for crashes, treating those affecting the same
code line as identical, and use exception information from solvers for de-duplication. For soundness and invalid
model bugs, we adopt a strategy similar to prior work [47], reporting reduced instances by theory categories
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Table 4. Status of bugs found in the solvers.

Status Z3 cvc5 Bitwuzla Total

Reported 11 3 8 22

Confirmed 10 3 7 20

Fixed 10 2 7 19

Table 5. Bug types among the reported bugs.

Type Z3 cvc5 Bitwuzla Total

Crash 8 3 8 19

Invalid model 2 0 0 2

Soundness 1 0 0 1

and prioritizing unique bugs for initial reporting. Unaddressed reports are consolidated to minimize duplicates
and ease developers’ workload. Bug-triggering formula reduction is achieved using delta debugging tools like
ddSMT [22] and, for non-compatible instances, C-reduce [35], facilitating developer understanding and resolution.

4.5.2 Results.
Table 4 presents the status of the bugs discovered by MadFuzz in Z3, cvc5, and Bitwuzla. In total, MadFuzz has

reported 22 bugs across the three solvers, of which 20 bugs have been confirmed by the developers. As of the
time of writing, 19 bugs have been fixed, leaving the majority of the remaining bugs awaiting processing by the
developers. It is worth noting that none of the bugs reported by MadFuzz have been marked as won’t fix or
duplicate by the developers, indicating that the bugs identified by MadFuzz are mostly authentic and that our
inspection process before reporting is effective.

Table 5 depicts the distribution of the bug types of the reported bugs. Specifically, the majority of the reported
bugs (19 out of 22) are crash bugs. The remaining bugs, including two invalid model bugs and one soundness bug,
affect the correctness of the solvers. These results demonstrate that MadFuzz is capable of exposing real bugs in
SMT solvers, and we deduce that it is more effective in detecting crashes compared to soundness and invalid
model bugs.

5 Discussion
In this section, we provide an in-depth discussion of MadFuzz, addressing potential threats to its validity and
exploring opportunities for future work.

5.1 Analysis on Generation
To explore the extent of mutations performed by LLMs, we analyze the differences between the mutants and
their corresponding seeds in the fuzzing loop. Specifically, we investigate the proportion of distinct s-expressions
(i.e., symbolic expressions) introduced by the LLMs in the mutants, compared to those in the seeds. S-expressions,
commonly used in the SMT-LIB standard [2], are a notation for nested list data structures. For example, the
term (= (+ x 5) 10) contains four s-expressions, excluding the term itself: (+ x 5), 10, x, and 5. We randomly
sample 1,000 seeds from the bug-triggering formulas, as well as the mutants generated based on them, and
examine the differences in s-expressions between the mutants and their corresponding seeds. Specifically, we
calculate the average ratio of different s-expressions in the mutants compared to the seeds at each iteration step.
Figure 5 depicts the trend across each step. We observe that the difference in mutants continuously increases at
each step, ultimately reaching a factor of three at the final step. This indicates that MadFuzz introduces many
new s-expressions into the seeds, leading to extremely diverse mutants. Therefore, we conclude that LLMs are
capable of effectively generating novel test formulas with high diversity.

In addition to diversity, we also examine the computational cost introduced by LLMs. We measure the time
spent in different stages of MadFuzz, finding that generating a single mutant requires 2.1 seconds, which is
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Fig. 5. Average ratio of distinct s-expressions between mutants and seeds in each iteration.

Table 6. Comparison of MadFuzz, MadFuzzgpt, MadFuzzdeepseek, and MadFuzzgemini in terms of valid formula generation,
code coverage achieved, and known bug detection.

Variant
Valid Z3 cvc5 #Bug

line function line function

MadFuzz 79.6% 31.2% 33.8% 33.0% 47.0% 4
MadFuzzgpt 71.6% 31.5% 34.2% 33.1% 47.0% 5
MadFuzzdeepseek 75.8% 31.3% 35.1% 33.0% 47.4% 4
MadFuzzgemini 86.1% 31.4% 34.4% 33.0% 47.7% 6

higher than conventional approaches. However, as demonstrated in Section 4.3 (RQ2), MadFuzz achieves superior
bug detection within the same overall time budget. Moreover, this overhead can also be reduced through parallel
execution on multiple GPUs or future advances in model design and computing resources. Hence, although the
overhead is nontrivial, we consider it acceptable given the effectiveness of the approach.

5.2 Influence of Models
To evaluate the generality of MadFuzz across different LLMs, we implemented three additional variants using GPT-
4 [32], DeepSeek-V3.2 [12], andGemini-2.5 Flash [10], alongside the default CodeLlama-7b-Instruct and Llama-2-7b
models. These models represent some of the most advanced LLMs currently available and have been widely
adopted in recent research [16, 56]. We denote the corresponding variants as MadFuzzgpt, MadFuzzdeepseek, and
MadFuzzgemini. For each variant, we measured three aspects: the proportion of valid test inputs generated, the
code coverage achieved, and the number of unique bugs detected.The experimental setup follows the methodology
described in Section 4, and the results are summarized in Table 6. Among the three variants, MadFuzzgemini
produced the highest proportion of valid SMT formulas. However, code coverage and the number of detected bugs
were comparable across all variants, and the observed differences in coverage were not statistically significant.
Overall, these results suggest that the effectiveness of MadFuzz comes mainly from the proposed framework
itself, rather than from the specific capabilities of the underlying LLMs.

5.3 Threats to Validity
This investigation is susceptible to several primary threats that warrant consideration.

Internal. The main internal threat is that the presence of randomness in the fuzzing process could introduce
variability in the results of our experiments. To address this concern, we executed each experiment repeatedly and
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documented the average results, adhering to norms in prior research [27, 38]. Besides, another threat arises from
instances where MadFuzz failed to collect certain bug-triggering formulas from the issue trackers. As previously
highlighted, a majority of the reports conform to standard and easily accessible formats. However, some reports
pose challenges in accessibility. For instance, certain issues may encompass multiple zip files, complicating
the determination of whether these files contain the pertinent formulas. It is noteworthy that such cases are
infrequent.

External. Themain external threat is that LLMsmay “hallucinate”, whichmeans that theymay produce inaccurate
information. Furthermore, MadFuzz cannot guarantee the generation of valid formulas, which has the potential
to impact the efficacy of testing procedures. However, according to statements provided by the developers of
cvc5 [30], even invalid inputs are useful as they serve the purpose of validating the solvers’ capability to handle
such inputs accurately. Consistent with this view, we retain invalid formulas during fuzzing rather than filtering
them out. This decision is further supported by our empirical findings: such cases have helped uncover bugs in
parsing components, such as cvc5#9645.

5.4 Future Work
In this study, we mainly targeted SMT solver fuzzing. However, there are many testing techniques designed
for other software systems based on the methods like skeleton enumeration. For example, Skeletal Program
Enumeration (SPE) [55] is a technique for testing compilers, and Jattack [54] is a skeleton-based fuzzer, which
utilizes manually written program templates to generate test cases for Java Virtual Machine (JVM). We believe
that LLMs can revitalize these skeleton-based testing techniques. Thus, the integration of LLMs with these
techniques is also worth investigating. Besides, MadFuzz is implemented based on CodeLlama-7b-Instruct [37]
and Llama-2-7b [42], with a variant based on GPT-4 [31]. However, they are not the most advanced models
available. Therefore, we believe it would be interesting to investigate whether the scale of models will affect
the effectiveness of testing tools and how to select the most suitable model. Additionally, LLMs still have the
potential to be involved in more stages of software testing. For example, we can utilize the code-understanding
capability of LLMs to facilitate targeted fuzzing, further boosting the testing effect. We plan to explore these
aspects in the future.

6 Conclusion
This paper introduces MadFuzz, an enhanced approach for testing SMT solvers that leverages the capabilities of
LLMs to complete skeletons extracted from historical bug-triggering formulas. Specifically, we utilize zero-shot
and few-shot learning paradigms to adapt LLMs to SMT solver fuzzing and incorporate a feedback mechanism
to improve the efficacy of our approach. We implemented MadFuzz as a practical fuzzing tool and conducted
a comprehensive evaluation using three SMT solvers, namely Z3, cvc5, and Bitwuzla. Notably, MadFuzz has
successfully identified 20 confirmed real bugs in the solvers, with 19 of them already addressed by developers.
Moreover, our experiments demonstrate that MadFuzz outperforms state-of-the-art SMT solver fuzzers in terms
of code coverage and bug-finding ability. This study establishes the efficacy of LLMs as skeleton enumerators
for SMT solver fuzzing, offering insights that could potentially inspire future research in other software system
testing domains.
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